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Internal memory:

As stated before, SPL (HBOOT) is a very low level hardware interface 
which can be replaced by a hacked version of HBOOT through AlphaRev . 
Note that for AlphaRev to work you need a rooted Android first; you can 
use Unrevoked 3 for that.

Hacked HBOOT versions report that the @secuflag is off, even though it’s 
actually on. This makes it easy to install custom ROMs, to root Android or 
to resize the NAND partitions. AlphaRev‘s HBOOT versions also removes 
CID-locks and enables the engineering commands that can be used to 
remove SIM-locks or debug the software.

You can install a hacked HBOOT by downloading the right PB99IMG file, 
put it on the SD card root as ‘PB99IMG.zip’ and boot the phone into 
HBOOT mode. This will automatically install the zip-file as the new 
HBOOT.

Security features:

The @secuflag is a toggle (read-only and 
located in the radio NV memory) that is 
either S-ON (security = on) or S-OFF 
(security = off). Default phones are 
shipped with security enabled, unless 
they’re ‘development phones’. 

With S-ON, only /cache, /misc and /data 
are writeable, the rest of the internal 
memory is read-only. Also, it requires that 
ROM updates are digitally signed by the 
producer.

Hacking:

Due to undisclosed exploits it is possible to 
hack an Android phone in several ways:
* Get Android root access
* Bypass CID restrictions
* Install custom ROMs
* Re-partition the NAND

A ROM is basically the 
content of the /system and 
/boot partitions. This is your 
‘Phone Operating System’.

Some ROMs take up less space, 
so if you make /system smaller 
you can increase the size of 
/data. This allows you to install 
more Android apps on your 
phone!
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The hacking tool Unrevoked 3 is the easiest way to root 
your HTC Desire.

Run from a computer, while being connected to the 
Desire by a USB cable, it will automatically root Android 
and is able to do more... (see ‘Apply custom ROM’).

The actual rooting is achieved by enabling the ‘setuid’ flag 
on the ‘su’ executable. With this, normal users are able to 
execute commands with root-permissions.

A “NANDROID” backup means a 
backup of the complete Android 
OS (/boot, /system, /data, /cache). 
You can really use this if your 
ROM installation goes sour :)

Recovery partition:

The /recovery partition hosts a mini operating 
system that offers tools to recover your phone 
software. The standard version is limited and 
its main feature is installing a new ROM from 
the update.zip on the SD-card root.

You usually boot into /recovery when powering 
up by pressing some buttons simultaneously.

Without any hacking you can often still install 
new (official) ROM versions through the ROM 
Update Utility (RUU). The RUU is an official tool 
for installing producer-approved ROM upgrades. 
Such a ROM can also include a HBOOT (and 
overwrite a previously hacked HBOOT). 

The @secuflag is stored in a secure partition, read by the 
radio firmware (where it is used to determine if the phone is 
SIM-locked). Normally it can not be changed, but for some 
phones (sadly not the HTC Desire!) it is possible to do so. 

The tool of choice is Unrevoked Forever . Even with a legiti-
mate HBOOT, the flag will still be reported as S-OFF, indis-
tinguishable from an engineering-version of the phone. 

The standard goal of repartitioning is to provide more space 
for the /data partition. For a HTC Desire, the default sizes are:
/system 250 MB
/data  147 MB 
/cache  70 MB

ROMs with HTC Sense are big (230 MB ish), but AOSP ROMs 
tend to be much smaller, say 80 MB. This means the /system 
can be resized to ~100 MB, and /cache can be much smaller if 
you don’t install OTA updates (so ~10 MB) which leaves a 
whopping 210 MB extra for /data!

AlphaRev allows you to change the partition sizes via 
'fastboot flash hboot bravo_alphaspl.img’ (be sure to have the 
correct .img file that matches your installation).

Read-only

Used by Android

“SD”

External memory:

The SD-card is used to 
store data. In general, 
only data that can be 
missed by programs run -
ning in the background. 

This is because the SD -
card can be mounted as a 
USB Mass storage 
device, which disconnects 
it for Android.

Reasons for phone security:

A totally open phone may impact stability, e.g. because of 
apps that break important features.

A totally open phone allows customers to remove applica -
tions that the producer wants, including branding and 
sponsored apps.

A totally open phone can disclose software made by the 
producer, which can then be used by anyone.

A totally open phone means that the user can remove a 
SIM-lock, so the phone can be used on a competitor’s net -
work. This may go against exclusivity deals where a 
phone is only available if you use it on a specific carrier 
network.

A totally open phone allows customers to install ROMs / 
modify the software so that branding and sponsored apps 
are removed.P
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Legend:

Filesystem

SIM-locks can be removed just like on 
other (non-Android) phones. Apart from 
an unlock code, it’s also possible to 
send an unlock command from HBOOT 
to the radio interface which will remove 
the SIM-lock. This requires a hacked 
HBOOT however.
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Why?

What?

How? A SIM-lock is a radio-setting that restricts the 
radio access to certain SIM-cards:
* belonging to a specific country, or
* belonging to a specific carrier network, or
* a specific SIM-card

SIM-locks are usually applied to pre-paid cell 
phones and can be removed by an unlock code 
that can be obtained from the carrier after a 
certain period.

Radio nonvolatile memory

splash1

With Apps2SD (new in Android 2.2) you can store application data 
on the SD-card. There are some caveats:
* Applications need to indicate that files can be moved to SD-card
* Copy protected applications can’t be moved to the SD-card

When the SD-card is unmounted for Android (and probably mounted 
as a USB device on a computer), any application running (partly) 
from the SD-card is disabled.

In the Cyanogenmod version of Apps2SD, the requirement that the 
application has indicated that it may be moved, is ignored. Any pro-
gram can be moved as long as it is not copy protected.
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Hacking Benefits:

A hacked Android phone offers the 
following benefits:
* Total app-control
* Install more apps
* Improved performance
 - Higher battery life
 - Better reception
 - Faster/slower CPU
* Total android-control
 - Better look & feel
* Bypass CID-lock
 - Upgrade to new (official) ROMs
* Bypass SIM-lock
 - Use phone with different provider/SIM
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To limit ROM-updates to not just ROMs 
that are made by the producer (see 
@secuflag), but to ones approved by the 
carrier, there’s a thing called a CID-lock. 
Because of its nature, it’s only set on 
phones bought from a carrier, and is usu -
ally accompanied by a SIM-lock.

A standard practice for Android installa -
tions (and Linux installations in general) is 
to have access restrictions for normal 
users. This means that a user can, for ex -
ample, not modify data/settings/applications 
which may cause system instability.

On Android, root access (meaning no 
access restrictions) is disabled by default. 
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Besides rooting a phone, Unrevoked 3 is 
also useful for installing custom ROMs. It 
can install ClockworkMod Recovery or 
AmonRA on the /recovery partition. These 
mods have some handy features for in-
stalling custom ROMs:
* a USB-storage interface 
* “Install ROM from SD-card”
* Do NANDROID backups & restores

While AmonRA is similar to Clockwork-
Mod, it has the advantage that it works for 
specific HTC Desires (PVT4 version with 
a 40.000 erase size).

You need this to copy the 
ROM-file (called ‘update.zip’) 
from your PC to the phone’s 
SD-card root folder. 

This installs the ROM :)

Getting NAND write access is basically the main goal of 
hacking Android phones. With this, you automatically have 
full access of the operating system. 

You are still restricted by radio-restrictions such as SIM -
locks and CID-locks, however. To fix this, you need access 
to the radio control interface.

Both these targets can be achieved by the two methods; 
either by applying a hacked HBOOT version (which pre-
tends the secuflag is S-OFF) or by actually setting the secu-
flag to S-OFF.

(Partly) HTC Desire specific

Fastboot Fastboot is a command line tool (on your computer) that can con-
trol the phone over USB when it is in a ‘fastboot state’. 

Fastboot is only available if the device is in S-OFF mode. This 
gives access to the basic fastboot commands, for full functionality 
you need an ENG HBOOT (engineering version) or a hacked 
HBOOT from (for example) AlphaRev.

The device needs to be booted into the bootloader, and there 
FASTBOOT should be selected. When the device is connected to 
the computer via USB, you can execute fastboot commands on the 
phone.

One advantage of fastboot is that it doesn’t require you to place 
image files on the SD-card first; you can flash them directly from 
the computer.

usage: fastboot [ <option> ] <command>

commands:
  update <filename>                        reflash device from update.zip
  flashall                                 flash boot + recovery + system
  flash <partition> [ <filename> ]         write a file to a flash partition
  erase <partition>                        erase a flash partition
  getvar <variable>                        display a bootloader variable
  boot <kernel> [ <ramdisk> ]              download and boot kernel
  flash:raw boot <kernel> [ <ramdisk> ]    create bootimage and flash it
  devices                                  list all connected devices
  reboot                                   reboot device normally
  reboot-bootloader                        reboot device into bootloader

options:
  -w                                       erase userdata and cache
  -s <serial number>                       specify device serial number
  -p <product>                             specify product name
  -c <cmdline>                             override kernel commandline
  -i <vendor id>                           specify a custom USB vendor id

Installation:

Usage:

On your PC, follow these installation steps:
* Install the Android SDK
* Install adb from the Android SDK Manager
 - It’s in “Google USB Driver package”
* Download the fastboot executable
* Place this in the folder where ‘adb.exe’ resides

Done!

(For full details, see: http://wiki.cyanogenmod.com/index.php?title=Howto:_Install_the_Android_SDK#Windows )

More apps
If the phone has little internal memory (specifically on the 
/data partition where apps are stored), you may be unable to 
install all the apps you’d like. 

There are three methods that will fix this problem:
* Apps2SD
* Data2Ext
* NAND repartitioning

Why not on SD?

Your first question is probably “Why doesn’t it store application data on the 
spacious SD-card?”. There are 2 important reasons:
* When the SD-card is mounted through USB, it is disconnected for Android
* Executable files can not be run from the FAT32 filesystem on the SD-card
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Removing a SIM-lock, regardless of the phone, can be done by entering 
the correct unlock code. These codes are based on the IMEI number (a 
unique phone serial number) and the MCC (Mobile Country Code), and 
sometimes a random value that is stored in the phone and only known by 
the SIM-locking carrier.

The algorithm to create an unlock code is kept secret, and some compa-
nies sell SIM unlock codes for money. 

Other options are unlock SIMs which go between the SIM and the phone 
and spoof the carrier ID to the radio, and unlocking clips which you con-
nect to the phone and which will automate unlocking for you.

Apps2SD Data2Ext

There are several ways to do a ‘data2ext’. They all involve the fol-
lowing steps:
* Create an ext3 or ext4 partition on the SD-card
* Mount this partition in the Android kernel
* Use this partition for storing user data

With the app ‘ROM Manager’ you can easily create an ext-partition 
on the SD-card. The app ‘S2E’ lets you move apps to the ext-
partition, freeing up your /data partition (internal memory). 

You can also move the ‘Dalvik cache’ to ext, the Dalvik cache is used 
for optimalisation to make applications startup faster.  Since the SD-
card is slower than internal memory, it will have some negative 
effect on the startup times of applications. About writing to this file - 
this only happens when a new program is installed or an existing 
program updated. This means the effect of moving the Dalvik cache 
will have very little impact on the life span of your SD-card.

NAND repartitioning

NAND repartitioning is the most efficient way of creating more /data 
space because it makes the unused memory available for the /data 
partition. The drawback is that there’s a limit (i.e. the available 
unused memory).

See ‘Repartition NAND’ above for more details.

A GoldCard is an SD-card that allows you to bypass the CID 
restrictions of Android phones. A valid GoldCard contains a 
very specific boot loader, that matches the SD-card’s unique 
serial number. GoldCards are not device-related and one 
GoldCard can be used to bypass the CID-lock of all Android 
phones.

With a GoldCard you can install a valid (but preferably out-
dated and vunlerable) ROM, regardless of it is carrier -
approved or not. With this you are likely able to hack the 
phone and install any custom ROM later on.


